
Protect your identity and personal information

However, the vast majority of security 
tools that you need can be set to protect 
automatically. In addition, much like 
looking both ways before crossing the 
street, safe Internet behaviors will 
quickly become second nature to you.

WWe all use the Internet for a variety of 
tasks from emailing to online shopping 
to social networking.  In addition, we 
access the Web through a variety of 
means whether it is from a desktop 
computer, laptop computer or a 
mobile phone.

No matter how you access or use the No matter how you access or use the 
Internet,we’ve put together a variety of 
safe and secure practices for you to 
easily employ to ensure a safe and 
productive online experience.

At times, protecting yourself and your 
computer may seem daunting.  

1.  Choose strong passwords

2. Look for a secure connection for making 
online transactions
Do you ever send your credit card information 
written on a post card. I believe, NO, but we 
may very easily do so online if we are not very 
careful while shopping online. Most ecommerce 
websites would claim to be secure, but how do 
we as end users make sure that this is actually 
the case? the case? 

There are some clues that you can look for while 
making online purchases to ensure that the personal 
and credit card information you enter on the website 
is secure. 

i. look for is the 'https' in the beginning of the 
URL in the browser address bar. Here 's' at the 
end of 'https' means 'secuend of 'https' means 'secure'. 

ii. The second indicator is the padlock at the bottom 
right corner of the web browser. A closed padlock 
is the indication of a secure transaction while 
an open padlock is the indication of insecure 
transaction. You should never leave your personal 
or credit card information on a web site that does 
not fulful at least these two criterion.not fulful at least these two criterion.

Top five tips to stay secure online

Most websites we visit these days ask you to 
register online. At a minimum, these websites 
require you to provide a username and a password 
to protect your identity and personal information 
online. 

It is absolutely necessary to use strong 
passwopasswords to prevent others to gain access to your 
account. A strong password would normally include 
a combination of lower and upper case letters, 
numbers and special characters. 

One important thing to remember is that you should 
not use the same password on all websites. This is 
to ensure that if your account gets compromised on 
one website, this does not automatically pone website, this does not automatically provide 
access to your other accounts.
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It is very common that if we want to listen to online music or watch an online video clip, the website 
would complain about a missing piece of software and want us to download and install one. 

Never download a piece of software from a website that asks you to do so. 

It is very likely that the downloaded software contains another hidden malicious software in it and 
will infect your machine. 

You should always download softwares from trusted sources only and run it through an antivirus
softwasoftware on your machine before installing.

We all use social media web sites these days. Although, these web sites help us to stay in touch with 
our friends and family, but putting too much personal information may also make us victims of identity 
theft. 

Therefore you should be very careful about what information you put online and who has access to 
this information.

You should always use upto date programs on your systems especially the operating system and 
the virus detection pthe virus detection program. 

You should also use the latest version of web browsers and browser plugins to prevent exploitation 
of vulnerabilities present in the older versions.

Related links:

Be secure online by DirectGov - http://bit.ly/dvzZqM
Staying safe online by DirectGov - http://bit.ly/6uxAys
Identity Theft by DirectGov - http://bit.ly/9dwrSE
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Use Firefox or Safari browsers - to avoid security attacks

3. Download software only from trusted soruces.

4. Identity theft - putting too much personal information online.

5. Use up to date programs
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